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"username" :"ipgTestUser",
"password":"123456"

sl Sloz1)8 6l (595 (! a5 Wl )F (o g )5 4 piiee (95 SO e bl o jgue e, 5 625 L AS (S0 50

il 33,50 Sledlbl 28l )3 4 by e
sZ9> syl e
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"resultMsg": "Successful",

"resultCode": O,

"token":
"eyJhbGciOiJIUZIINiISInR5cCI6IkpXVCI9.eyIJleHALIOFE3MIM2MIg2MzYsImp0aSI6IjEWMDYwIiwiaWFO0T
0xNzIzNjIIMDM2LCJzdWIiOiJpcGAUZXNOVXN1ciJ9.8TMZ2UxKKS5z4v-rYEactL OrJJ4gtVAZHF14JcmGSnd",

"username": "ipgTestUser",

"firstName": "ipgTestUserFirst",

"lastName": "ipgTestUserLast",

"userId": "10060",

"roles": [

{

"authority": "merchant"

1}
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"invoice":"20301112",
"invoiceDate":"1403/05/24",
"amount":1000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber":"0935****x*x52",
"serviceCode":"8",

"serviceType" :"PURCHASE",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName" :"marzieh",

"pans":"",

"nationalCode":"0581234567"

LSS 555 o Lois M String Invoice

olgds o yd 4y 45 )6 M String invoiceDate

Jb, @ dlee M Integer Amount

amio Gl 4 )5 Sl Sllas 51 a5 ool M String callbackApi
2 el e plloe SIS ansls b ) 098 oo Jie
(OBl 0ol iy s

0aisS s ol ped als M/O String mobileNumber

g O M String serviceCode

O E9 M String serviceType

S0 5 e 5 0y lads M Integer terminalNumber

Slosgs O String description

oaxsS el e O String payerMail

0aiiS cls 6l O String payerName

heos M/O String nationalCode

b )5 o, Lo O String pans

1 Jgo
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"resultMsg": "Successful",
"resultCode": O,
"data": {
"urlId": "8dcc5cd0ef7348548f8dc2ab29%ebella’7ad3eaad000000006217318",

"url":
"http://localhost:4000/8dcc5cd0ef7348548f8dc2ab29%ebella7ad3eaad000000006217318"
}
}

Slebos sl b )5 45 ool 5 050 walss 0yl resultCode 4, Ly, o oS 0l Gige uagym 9 (Silgsld 45 )50 50
oals &, ol cusls 5,50 Jlake resultCode lais a5 S50 ,0 5 28,5 aals I3 data jo 0es Jae ol 4 csls,

.\)9.3

A5l oo g Slg 8 Consy resultCode
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D9 wekas header o Bearer cuwd b (Se b ki o gy g 5l S o Jles18 6l

<base url>/api/payment/purchase

S99 oyl @

ool 13 UK & JSON UG s (555,5 sl el i

"invoice":"20301112123456",
"invoiceDate":"1403/05/24",
"amount":1000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber":"0935*****52",
"serviceCode":"8",

"serviceType" :"PURCHASE",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName" :"marzieh",

"pans":"",
"nationalCode":"0581234567",
"paymentCode" :"7878"

12




ol Jluly Siig Sl s lo yy oS —
A
Pasargad Electronic Payment Co M};“f’: .

Sl

LSS 59556 o louts M String Invoice

olgsds Canyd 4y 93515 2 b M String invoiceDate

Jb, 4 sl M Integer amount

amio ol a4 )5 Sl Sldes 5l w45 w0l M String callbackApi
o pb et sl SIS anels wyl)osd oo Jiiie
(2Bl oals iy a5 el

0aiiS Cls ol ped yals M/O String mobileNumber
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Cair o B8 4 bl M String paymentCode
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2 Jyor
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"resultMsg": "Successful",
"resultCode": O,
"data": {

"urlId": "77db94994bfe0cd5b76be0307535¢c8c35cfcc338000000006217318",
"url":
"http://localhost:4000/77db94994bfel0cd5b76be0307535¢c8c35¢cfcc338000000006217318™
}

ULJA.C LS‘)? J.JL) ﬁ)lf as ‘5....)0] 999 M‘? 0 ﬁ‘ﬁ resultCode EY .]oj.g).a o5 ..\..:ala ‘539.& Bl d‘,"ﬁ as e 4O
ools &y olbs il 5,50 Jlaie resultCode  jluie a5 Jjso 40 9 08,5 anlys I8 data o oes Jaie ol 4 o3l
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> U9 29 )l sS.) R LS"P‘P 6‘,» as .A......JL‘ adle =L‘>5J J...>Loa @‘3}‘)5 POST No l.u ‘) U""L’ u.u)\b—‘ 9 U"‘ )l oolazwl

2gd e header s Bearer cu il oSy wb Las

<base url>/api/payment/multiacc/purchase

59939 oyl @

ool 13 UK & JSON UG s (555,5 sl el i

: do,0 &,9a SharedValue

"invoice":"1112223456",
"invoiceDate":"1403/05/24",

"amount":10000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber":"0935*****x52",
"serviceCode":"9",

"serviceType":" MULTIACCPURCHASE",
"terminalNumber":1316043,
"description":"description",

"payerMail" :"marzieh.pepco@gmail.com",

"payerName":"marzieh",
llpansll H " Il,
"sharedvalue": ["50","40","10"],

"sheba":["430570023980001305443101","790570022580001305443001","490570023910001305443001
"]
}
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"invoice":"1403122341",
"invoiceDate":"1403/05/24",
"amount":10000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935** **x*x52",
"serviceCode":"9",

"serviceType" :"MULTIACCPURCHASE",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName":"marzieh",

"pans":"",
"sharedvalue":["10.5","39.5","50"],

s s, leel ao 0 L sharedValue

"sheba":["430570023980001305443101","790570022580001305443001","490570023910001305443001

n]
}

"invoice":"1403122341",
"invoiceDate":"1403/05/24",

"amount":10000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber":"0935*****52",
"serviceCode":"9",

"serviceType" :"MULTIACCPURCHASE",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName" :"marzieh",

"pans":"",
"sharedvalue":["1000","5000","4000"],

: & L sharedValue

"sheba":["430570023980001305443101","790570022580001305443001","490570023910001305443001

n]
}
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Slosgs O String description
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L o,les sl3l o sl Jlade M String sharedValue

L o,les M String sheba

o &)l5 o les O String pans

3 Jsor

@ Glaie a5 04 @Ml (2iST5 0aiS Cawlss )0 ol e il g D5 0 las 45T ol 00l 0B Las ol 8 10 a5 ey 1SS

ol yorr (yali jlade (ol algs ploml 2S5 abls (a5 SO @ slate Jbge ojleds 9 (5L & 5 a5 (S50 j0)ceml Lozl SO
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"resultMsg": "Successful",

"resultCode": O,

"data": {
"urlId": "ffe5384aa4c51579£3935eb8956aeaa069c66e54000000006217318",
"url":

"http://localhost:4000/£fe5384aa4c51579£3935eb8956aeaa069¢c66e54000000006217318"
}

Slbos slp b )5 45 w0l 5 05 aalss> 0 4l resultCode «; by o o5 0l 3850 gy g Gy &5 ()50 5
ools &, olbs il (5,50 Jlaie resultCode  jluie a5 o 40 9 08,5 anlys I3 data o 0gs Jae ol 4 e,
YY) M‘P aS BLEY Jay).o 6M laL:) 65L>- reSUItMSg ] 00! Uz oS Uj O .Iayj.o g.)l?:.uo}: (Y1299 Jsda- 3 FLW

A5l oo g g8 cunsy resultCode s
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Login

Token
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"invoice":"111222",
"invoiceDate":"1403/05/24",
"amount":5000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935****x*x52",
"serviceCode":"2",
"serviceType":"MTN",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName":"marzieh",

"pans":"",

"nationalCode":"0581234567"

(29,5 b sole 5,L) 509, sla el @

"invoice":"1112223",
"invoiceDate":"1403/05/24",

"amount":5000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935*****x52",
"serviceCode":"6",

"serviceType" :"MTN-PIN",
"terminalNumber":1316043,
"description":"description",

"payerMail":"marzieh.pepco@gmail.com",

"payerName":"marzieh",
"pans":"",
"nationalCode":"0581234567",
"count":2
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"invoice":"140312234123",
"invoiceDate":"1403/05/24",

"amount": 348700,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935****x*x52",
"serviceCode":"2",

"serviceType" :"MTN",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName" :"marzieh",

"productCode" :"590077",

npansu smn
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Jbe i o)l M Integer terminalNumber
o )5 o Lo O String pans
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"resultMsg": "Successful",
"resultCode": O,
"data":

"http://localhost:4000/9aa3e7242730b5497768£64d35ce6411c6372502c000000006217318"
}
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"invoice":"11122234",
"invoiceDate":"1403/05/24",
"amount":12000,
"callbackApi":"http://localhost:8200/callback",
"mobileNumber" :"0935*****x52",
"serviceCode":"4",
"serviceType":"BILL",
"terminalNumber":1316043,
"description":"description",
"payerMail":"marzieh.pepco@gmail.com",
"payerName" :"marzieh",

"pans":"",
"nationalCode":"0581234567",
"billId":"1234567804121",
"paymentId":"1270358"
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"resultMsg": "Successful",
"resultCode": O,
"data":

"http://localhost:4000/7ab5ad99ce56b8b698af774072951b4d6bb3£590000000006217318"
}

S p g oads adgs ol String Data
ECIPRINGY Integer resultCode
b 5o play String resultMsg
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<base url>/api/payment/confirm-transactions
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"invoice":"203011121",
"urlId":"dfbb284970e05£5a287804966£388deed2fdbcc6000000006217318"

ool 3 0y 3 Cewlgs o b plEie 00i pdy awgs 45 ;S o Loy M String Invoice
AW
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"resultMsg": "Successful",

"resultCode": O,

"data": {
"invoice": "203011121",
"referenceNumber": "141010031417",
"trackId": "9",
"maskedCardNumber": "603770******x(0340",
"hashedCardNumber":

"ba6567ba6c9fc28e14340838a91028a4250185fb6dd99d62c0392538a087c8be",
"requestDate": "2024-08-14 12:18:31.000000000",

"amount": 1000
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{
"invoice":"2030111212",
"urlId":"291£c237b92£43£bE8E51616d2d670149312c0£b000000006217318"

}

03l yd &y B Cawlgs 1o ol plEm 0y Lawgs a5 gxS o, les M String Invoice
0l
Gl 00 8L 40 & 3 Gy j0 Cd Ul 0 a5 Wy B S M String urlld
13 Jsur

31




oS Lsly Sig 2SI el yy Sy @
%
Pasargad Electronic Payment Co

g T Sl S

Sl

T syl e

g ol 5 IS8 G ISON S & 50 4 Qg w5 8Ly (57955 (oms vy Slo8 5l am

"data": "ow! Gdge g SIS,
"resultMsg": "Successful",

"resultCode": 0
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"invoice":"20301112123",
"urlId":"55358del10d025f49050e9913e7¢ca425d20185eb2000000006217318"
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"data": {
"invoice": "20301112123",
"referenceNumber": "141010031419",
"trackId": "11",
"maskedCardNumber": "603770******x(0)340",
"hashedCardNumber":

"ba6567ba6c9fc28e1434b838a91028a4250185fb6dd99d62c0392538a087c8be",
"requestDate": "2024-08-14 12:23:34.000000000",

"amount": 1000

b
"resultMsg": "Successful",

"resultCode": 0
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Lol odal Uz a5 o1 4y bgs o Sloesgs ballas Jeoz 0 a5 cuwl ools &, olbs el 5,50 lake resultCode
Sy aply> oS 8 a4y by je (s paite plo g9l resultMsg
A5l oo g g8 cunsy resultCode
ol 595 salys 2l 1, 13029 (sllas oS 395 s 3 LS 5l i 9516 0Lk S sl G515 b azliz i

ol ool Ao WS Jlai ae ST aS conl cpl (pre 4 Uas

8L o aliy String resultMsg
IRty Integer resultCode
e — Data
== = I
L 5,L w3 ol Al ye j0 a5 (5,555 o Lo  String invoice
FORFIPRE S I N O P PO R
S o gl )l ooty String referenceNumber
S o5 String trackld
00 Sanne 15" 0, Lacs String maskedCardNumber
00 oS IS o )less String hashedCardNumber
Colg 0 Fu b String requestDate
o Integer amount

16 Jsur

34




S8 Jlsly Sig xSUN el yy Sy /’,;\

Pasargad Electronic Payment Co N

g S S0

Sl

GRS Sy gy @
plml 5hawy (ST CiS  Caslgs ) o pdy aSGS j90 59 o Sb ol )y ST plonil o 5 sy Slidas GLL 51wy
Slp ladd gy cpl a5 Cul S a4 03Y 09 o pbxil (reverse) (sl s Oldas c all ails 1) 095 0y > 1S5
Ao b1y 25 ool g cnl 5l eoliial (gl ol oas (Vrify) anl (2aST5 sl 5 0,08 05 (corpead 5 5 25
amles Jy31,5 POST

<base url>/api/payment/reverse-transactions

39,9 slayaly ©

g8 oo Jlo)l py JSE asdson CJB o g0g,5 sl 2l

"invoice":"203011121234",
"urlId":"£2560bf76dfef9c51af9767e975dc02a739fbbd7000000006217318"
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"resultMsg": "Successful",

"resultCode": O
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"invoiceId":"203011121234"

}
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Lol 3890 2S5 success 0
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"resultMsg": "Successful",

"resultCode": O,

"data": {
"status": 13033,
"trackId": "12",
"transactionId": "50333",
"amount": 1000,
"cardNumber": "603770******x(0340",
"invoice": "203011121234",
"url": "f2560bf76dfef9c51af9767e975dc02a739£fbbd7000000006217318",
"referenceNumber": "141010031420",
"requestDate": "2024-08-14T12:25:31.000"
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success
failure
Unknown
not authorized
Internal server error
Invalid Input
Invalid url

Invalid url token
Invoice is not unique
Token is empty
Gateway time out
captcha is expired
captcha is wrong
url token not found
Invalid Mobile Number
Invalid product code
Invalid bill id
Invalid payment id
between each api call must be 2 minutes
Transaction not found
Invalid Input Length
Not Found

Invoice is not match with login user

Check Company Code has Exception
Payment Page already has been cancelled
transaction not payed
transaction not success
Invalid CardNumber
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Transaction amount is not match with final
price

Transaction request is more than limit
Inactive account
cardBlock by terminal
Confirm time expired
Reverse time expire
Invalid original transaction
Incorrect interchange amount
Invalid working day
Inactive card
Invalid card account
Not successful transaction
Invalid encrypted data
Switch or Shaparak signed Off
Host down destination bank
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Duplicate transaction
Incorrect old pin
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Gl 0025 Ly 25 a5 0lSiig ) Invalid Merchant 13301 88
el paali Lo oS a3 Invalid national code format 13302 89
e petnals Lo 5 5 gy Invalid terminal password 13303 90
o] oot 22 o i Invalid bill paymentID 13304 91

ol 5L 25T 5 gl ool Insufficient transaction data 13305 92
ol pinels 5L oS Invalid evoucher code 13306 93
Okl & om b o) sl Sloj e Card or pin timeout 13307
Sl 00w 94
S| Bl ST Unrecognized account info 13308 95
s Not important 13309 9%
Sos olles Other error 13310 97
o a5, gL plas All charge sold 13311 08
i Sg2rga 5, Charge not available 13312 99
s oy )3 555 Operator is not available 13313 100
el J5 ligo olads Mobile number is null 13314 101
Syl S5y MSie 5256 5,5, 4 Topup reverse error 13315 102
Settlement transaction must be confirm or
ailies 3390 o L2iST5 fol reverse 13316 103
Gl oLl LS Captcha is wrong 13317 104
59290l lojles oS Invalid company code 13318 105
ol ol ot P b s EOF 13319 | 106
G105 4y S o IS Card suspected fraud 13320 107
Cas S92 50 Al LaSS Sl Terminal additional not found 13321 108
SRS W PR O O OTP reached max retry 13322 109
Ol o ylets b o o5 3lail poe Broker card inquiry failed 13323 110
ailes 3890 Jbo 2515 ol Original transaction was not success 13324 111
ais el Sy Lol Original transaction was not Found 13325 112
]| D a5 Card blocked by machine 13326 113
Col 00 Sgdume o329 Vo 4 &8 Card blocked by machine for special
condition 13327 114
S5 ous,ls Cugn 5l b 53ge Success with authentication card holder 13328 115
Canl Jgindon s Confirm will doing 13329 116
Sl nals 355 Ll vy 13331 117
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Siialy
PSPogs cos Sluin S pls Lawgs PSP is not supported By shaparak 13332 118
sl (615 1S 4y S gSicn S Card suspected fraud card block by
terminal 13333 119
Consl 42538 jlome 0> 51 Cyn 995 Wrong entry pin is over limit 13334 120
ol 00iaS & IS Response lost card 13335 121
3,105 oges Sl I8 card has no Public account 13336 122
Gl 00 &8 ps 8 Stolen card 13337 123
st iy 5 ol Card has no current account 13338 124
0l o b ely Response is too Late 13339 125
canliol Corsg jo T Clus b &yl
wilee CardHolder Account Status Is Bad 13340 126
Cordg ;0 dabe olus b o)l8
e anlidl Terminal Account Status Is Bad 13341 127
Casl jlomo a5 5l s ol ey 995 card Wrong Pin Entry Is More Than Limit 13342 128
ol yuinal olKig 9 merchant is not valid 13343 129
Sl o 3 glhas Card register error 13344 130
el 6,55 )15 0 e Duplicate pan 13345 131
ol imali Lilgo ol Can b Invalid phone number 13346 132
ol puinals dslilids o)Ly Co b Invalid national code 13347 133
ol 6555 lojlos by oo o8 Invalid national code or company code 13348 134
e el (ollas- Validate request Error 13350 135
G yizn 555518 0 Lo LB Invoice format is not valid 13351 136
o ey @5 AP Username i1s not valid 13352 137
0 530 553l 5] o yns Operator access has been revoked 13353 138
S| 0881 (] oy o Bes Service Access Has Been Revoked 13354 139
Cas S g3l 5) Ll Operator credit is not sufficient 13355 140
5,8 392y (i ,giS 9,5, 50 There is a problem in invoice reservation 13356 141
s U5 gy jlize] Service credit is not sufficient 13357 142
il asetal agly SEaST5 oy Status transaction must be unknown 13358 143
s cdly IS5y Protocol type does not detected 13359 144
asly Jlo wyl Lo sty Original transaction must be financial 13360 145
sl 3l a5 ST 5 Settlement transaction failed 13361 146
28l oo psedb A ooy 2o Incorrect hot bill type 13364 147

46




ol Jluly Siig Sl s lo yy oS

Pasargad Electronic Payment Co

[EENE VISP 37y

47

S ca gy iS5 Not implemented transaction 13365 148
Gl oizs Jbd S5 Err token is not active 13366 149
eine b 34,9 casd Err unexpected signing method 13367 150
39,5 sllas Err oauth login 13368 151
rine b (6355 Caa b Err Invalid Input 13369 152
ke 40 Caadgases (gllas Err time frame exceeding limit 13370 153
oy glla Reporter permission error 13371 154
ool il ol Dns error 13372 155
s 2l e 5 05,5 Terminal group doesnt exist 13373 156
a5 sllas Request error 13374 157
e b ils o,las Invalid phone number 13375 158
ez el llas Error evaluation 13376 159
ST o s Error atomic operation 13377 160
US55, (sl Error protocol 13378 161
ORI TIE S AR Response invalid pinBlock 13379 162
Cowl iz LCVV2 Cvv2 is not valid 13380 163
ke o lads Cans yoli a3 cellphone number is not supported 13381 164
ol g5 4 s Invalid reverse mti 13382 165
Cal 00 Ay gand 2S5 Not found settlement action 13383 166
e olitl 3o, Response invalid encryptPin 13384 167
&S5 5,5 Response duplicated record 13385 168
JEst o las Publish error 13386 169
s ol i 4o U Error image resize 13390 170
G958 6l yol)ly 4 Uas Response invalid sql parameter 13391 171
o (6,850, Canlgs o o Uas
<l Hsm request error 13392 172
Al lg o Request not found 13393 173
399 enyd o U Error unmarshal 13394 174
ol 39l 0y 5 5l casS 2S5 Rejected refund 13395 175
o8 bl b o U Invalid serial number 13396 176
ST 29z 53, ReEnter transaction 13397 177
ol 3o a5 51 s LS Canslgs o Captcha Reached To Max Retry 13398 178
i el e s Invalid Terminal Number 13399 179
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i il agas alS Public Key Not Found 13400 180
s Sg g 515 g0 5L Response Voucher Not Available 13401 181
il oot cof Sl L oaias gl )|
5l Response Invalid Referer 13402 182
s pime L Invalid Merchant IBAN 13403 183
e £y ek o Lt Failed Type Conversion 13404 184
(& jlaio)la> [Siaygity Vel 13405 185
5,55 s & Slidas Failed Operation 13406 186
Cagn ol o las Invalid Authentication 13407 187
s el el oS Invalid Organization 13408 188
offset o s Invalid Offset 13409 189
io Lo o s Invalid Page size 13410 190
Sibo moy0 s sty ISl 13411 191
e ulys o las Failed ParseField 13412 192
Elles o s InvalidAction 13413 193
o] o las NoRowsWereUpdated 13414 194
o anlis a5 o Uas InvalidPurchaseldentifier 13415 195
el glas ResponselnvalidMultiPaymentData 13416 196
Ceol 002 (g3l o0l S5 350 Sllos Weliimpleneies 13417 197
Canly o b o as InvalidTransactionRequestTime 13418 198
595 oo 4 Lo InvalidLogonTransactionTime 13419 199
22 Jgor
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